lon
INg

Funct

Bug Hunt
Methodology

Login

\ .1\ R\: g
:\ga\@\m,

, /
b : NN % ’ ,,
> e ‘ y

, E\_,\ ey

o\\. \ :
g‘ &
/|

/ VVJ\ -

el
il
/ﬂd_ﬁmp»

/q -
2 1
0

= N

o~

\,.
I
ity




LOGIN

Is there a redirect parameter used on
the login page?

* Try to control it!

 Even if you don't see one try various
upper/lower cases:
returnUrl, goto, return_url, returnUri,
cancelUrl, back, returnTo




LOGIN

 What happens if login in with
myemail%00@email.com ?

Does it see it as myemail@email.com
* If yes, sighup as
my%00email@email.com for ATO.

* Think the same for claiming username




LOGIN

* Canllogin with my social media
account?

* If yes, oauth flow, token leaks?

e What social media accounts are
allowed?

e |s it the same for all countries?




LOGIN

 Sometimes you can only login via social
media and register

* How is mobile login flow different from
desktop?




Thank You!
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